Annex C (Course Credit Sample Packet) to the Cyber Course Credit Program SOP

PERSONNEL ACTION

For use of this form, see PAM 600-8; the proponent agency is DCS, G-1.

DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY:
PRINCIPAL PURPOSE:

ROUTINE USES:
apply to this system.

DISCLOSURE:

Title 10, USC, Section 3013, E.O. 9397 (SSN), as amended
To request or record personnel actions for or by Soldiers in accordance with DA PAM 600-8.

The DoD Blanket Routine Uses that appear at the beginning of the Army's compilation of systems of records may

Voluntary; however failure to provide Social Security Number may result in a deléy or error in processing the
request for personnel action.

1. THRU (Include ZIP Code)
Commander

(your higher HQ)

Fort Bramblebelch, OK 73503

2. TO (Include ZIP Code)
Commandant

U.S. Army Cyber School
ATTN: OCC and CTED
Fort Gordon, GA 30905

3. FROM (Include ZIP Code)
Commander

(Your company)

(Your higher HQ)

Fort Vigilant, NE 29018

SECTION | - PERSONAL IDENTIFICATION

4. NAME (Last, First, M)
Snuffy, Joseph, D

5. GRADE OR RANK/PMOS/AOC
04

6. SOCIAL SECURITY NUMBER
123-45-6789

SECTION Il - DUTY STATUS CHANGE (AR 600-8-6)

7. The above Soldier's duty status is changed from

to

effective

hours,

SECTION Ill - REQUEST FOR PERSONNEL ACTION

8. | request the following action: (Check as appropriate)

Service School (Enl only)

Special Forces Training/Assignment

Identification Card

ROTC or Reserve Component Duty

On-the-Job Training (Enf only)

Identification Tags

Volunteering For Oversea Service

Retesting in Army Personnel Tests

Separate Rations

Ranger Training

Reassignment Married Army Couples

Leave - Excess/Advance/Outside CONUS

Reassignment Extreme Family Problems

Reclassification

Change of Name/SSN/DOB

Exchange Reassignment.(Enl only)

Officer Candidate. School

Other (Specify)

]

[]

Airborne Training

Asgmt of Pers with Exceptional Family Members

[]

Request Course Credit

10. DATE (YYYYMMDD)
Fos0ol 3 (

9. SIGN?TURE}E SOLDIER (When required)
SECTION 1V - REMARKS (Applies to Sections Il, lll, and V) (Continue on separate sheet)

See attached Memorandum for Record.

Enclosures.

1. Memorandum for Record
2. College Transcripts
3. CISSP Certificate
4. CCNA Certificate
5. COPC Certificate
6. Coding sample

7. Cyber Flag 2019 Memo
8. ORB

9. DA Form 705

10. DA Form 5500

SM requests Course Credit (constructive, equivalent, operational) for the (insert course name here)
SM meets height and weight requirements IAW AR 600-9.
SM hold a current TS security clearance with SCI eligibility.

SECTION V - CERTIFICATION/APPROVAL/DISAPPROVAL

11. | certify that the duty status change (Section Il) or that the request for personnel action (Section /ll) contained herein -
[ ] HAS BEEN VERIFIED [ ] RECOMMEND APPROVAL [ | RECOMMEND DISAPPROVAL IS APPROVED | ]IS DISAPPROVED

Hornblower, Horacio

12. COMMANDER/AUTHORIZED REPRESENTATIVE

13. SIGNATURE

/‘\-/

14. DATE (YYYYMMDD)

DA FORM 4187, MAY 2014

SUPERSEDES DA FORM 4187, JAN 2000

AND REPLACES DA FORM 4187-1-R, APR 1995

2030 @13\
Page 1 of 2
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DEPARTMENT OF THE ARMY
HEADQUARTERS, UNITED STATES ARMY CYBER SCHOOL
633 BARNES AVENUE
FORT GORDON, GEORGIA 30905-9441

XXXX-XX DD MMMM YYYY

MEMORANDUM THRU Commander, (Your higher commander)

FOR Commandant, United States Army Cyber School, ATTN: ATZH-OCC, Fort Gordon,
GA 30905-5000.

SUBJECT: Request for Course Credit (AOC/MOS 17A/B/C/E/170A/B — LAST NAME,
FIRST NAME XXXX (LAST 4)

1. References:
a. DA PAM 600-3 dated 30 September 2019

b. Course Credit Review Board Standard Operating Procedures dated DD MMMM
YYYY.

2. The purpose of this memorandum is to request course credit for (Insert Course name
here).

3. Background. | have 8 years of ION experience in CMT 503 as a 35Q. | have an
undergraduate degree in computer science from Florida State University, focusing on C
programming. | have CCNA, CISSP, and COPC certifications. | recently participated in
Cyber Guard 2017 as a blue team leader. | have worked on several coding projects
including Bash and cryptography. | am also a really nice guy.

4. Per Module Consecutive Credit for CyOOC.

Constructive:

CCNA

: 94 y Equivalent: CCNA Certificate (attached)
Cisco Certified Network Associate .

- Operational:
(1]
@
£ Constructive:
CISSP G
Certified Information Systems Equivalent: CISSP Certificate (attached)

Security Professional
Operational:




XXXX-XX

SUBJECT: Request for Course Credit (AOC/MOS 17A/B/C/E/170A/B — LAST NAME,

FIRST NAME XXXX (LAST 4)

Programming

Constructive: Undergraduate work (transcript
attached), Bash and python projects (attached)

Equivalent:

Operational:

CCT1C

Phase 2

Constructive:
Equivalent: N/A

Operational:

JACWC

CoPC

Cyherspace Response Assessment

Phase 3

Constructive:
Equivalent: N/A

Operational:

Constructive:
Equivalent: COPC certificate (attached)

Operational:

Constructive:
Equivalent:

Operational: Cyber Guard 2017 Memo
(attached)

5. The POC for this memorandum is MAJ Snuffy, Joseph, Electronic Warfare officer,
(XXX) XXX-XXXX, joseph.d.snuffy.mil@mail.mil

??;SLEPH D. SNUFFY
MAJ, CY (17B)
Cyber Ninja Squadron 6
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PO Box 3062480 SRS S
) . GFNTER: M
Tatlahassee. Florida 32306-24380) OATF OF BIKTH: 05/25/85
MAT DATE: FALL 2303
PERMANENT ACADEMIC RECORD RESLODENCY: T
Lo ; . e BASLS OF ADMIT: B
Student is in good standing and is eligiblc CLETE NG
o return unless otherwise stated. DATE PRINTED: 09/24/2008
TYPE CREDIT: Semester
TEST SCORES:
ACT SAT
Mac: 24 Eng: 22 Read: 20 2ci: 23 Com: 22 Ver: Mat: Wri:
CLAST GRE
Mat: 536 Wri: 996 Rdg: 993 Ess: ©¢ Veyx: Quant: Anadl - ‘
GMAT LSAY
Ver: Quant; Anal: ver; Guant: Zaw Iind:
MCAT
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FLORIDA STATE UNIVERSITY TERYM TOTALS: 14.00 32.90 14.0C 31.00
w#aw FALL TERM 2003 {'LS ! DIV BL: MAJOR 1164639 INST 001483 TERM GPA: 2.214
PRIN OF MICROECON EC0O2023 C 31,90 3.00 3.0 &.00 FLORIDA STATE IMNIVERSITY
FRESH COMP & RHETRC ENC11C1 A- 3.00 3.00 13.498 11.25 SPR: NG & K 5 3 3 INST 301439
WORLL CECGRAFHY GEA1300 B+ 3.00 3.00 3.80 9.75 INTRO TO C PRGMG CGS3408 A 3.00 2.92 3.09 12.00 |
FUNDAMENTALS PHYSICS PHY102zv9 A- 3.00 3.00 3.2 11.25 INTRO 10 COMP SCI COP3502 B 3.00 3.0G6 J3.0C 9,00
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TERM TOTALS: 13.¢0 13.00 13.C0 4:.50 ELEMENTARY SPN T¥ SPN1121 B+ 4.00 4.00 4.00 13.0C0
TERM GPA: 3.192 TERM TOTALS: 14.00 14.00 14.00 47.00
FLORIDA STATE UNIVERSITY TERM GPA: 131.357
#t¢ SPRING TERM 2004 CL5S 1 DIV BRD MAJCR 558010 INST 3C14R9 FLORIDA STATFE UNIVERSITY
AFRICAN AMFRCN EXPER 114 B- 3.00 3.00 3.00 8.25 ke PATT, TERM 2005 CL& 3 DIV AS MAJCR 1:6610 iNS1 001489
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PRIY OF MACROECON eC0o2013 B 3.00 3.00 3.00 9.00 INTERMEDIATE SPANISH &EN22C0 S 4.00 4.00
FRESH WRITING RESRCH ENC1.C2 B 3.00 3.00 3.00 9.6C TERM TOTALS: 10.00 6.00 6.0C 11.50
TERM TOTALS: 16.00 15.0G 16.00 44.5C TERM GPA: 1.9.7
TERM GPA: 2.781 fLCRIDA STATE UNIVERSITY
FLORIUA STATE UNIVERSITY esx GPRING TERM 2006 TLS 3 DTV AS MAJOR 11661G INST 001489
{ **v SUMMER TERM 2004 CLS 1 DIV L MAJOR 55801C INST 001485 INFRC 70 _AFRAMER LIT _AML2600 B 2.0 3.00 3.00 3.0
1 oty 23YCHILOG F312012 Cs 3.6 3.00 3.00 6.75 00 PROGRAMMING COP3330 B 3.00 3.00 3.0 9.00]
: TERM TOTARLS: 3.00 3.¢0 3.00 &6.75 CALC W/RANLYT GEM II MAC25.2 A- 4.3 4.06 4.90 15.90
; TERM QPA: 2.250 DISCRETS MATHMTICS 1 MAD2104 B 3.0 31.00 3.90 9.00
'F PLORIDA STATE UNIVERSITY LEADERSHP & 1ERAMWORK MSL2:02 A 2.00 2.00 2.00 8.00
a*» SUM-A TERM 20C4 CL& 1 D!V O MAJOR 116699 INST 001489 MODRN WORLD S$NC 1815 WCH1030 A- 3.03% 1.00 3.5%C 11.2§5
COLLEGE ALGEBRA (58 MAC113S EC 3.J0 23.00 TERM TOTALS: 18.00 18.00 18.00 61.25 1
TERM TOTALS: .60 3.00 0.0¢ 0.04 TERM GPA: 3.413 1
TERM GPA: 0.000 FLORIDA STATE UNIVERSITY
FLORIDA STATE UNIVERSITY =ra SUMMER TERM 2006 CLS 4 Div AS MAJOR 116610 INST 001489
#%e FALL TERM 2004 CLS 2 DTV &3 MAJOR 116699 TINST 001499 INTERNET PROG W/JAVA (CP3Z52 L 3.00 .3.00 3.09 3.60
INTRO TO COMP SCI N COPY=(2 D 3.00 j.ec 2.090 GFN PHYSICS A W/LAB  PHY2048C ¢ 5.00 '5.00 S5.00 10.99
ANALYTIZ TRIGNOMETRY MACL114 e 2.00 2.00 2.CC 4.07 TERM TOTALS: .00 B.00 B8.GO 13.00 1
PRECALCULUS ALGEBRA  MACll3C ¢ 3.0 3.00 3.00 6.0 TERM CPA: 1.62%
SPORTS OFFICIATING PEQ2CL3 B 2.00 2.00 2.00 6.00 FLORTDA STATE UNIVERSITY
ELEMENTARY SPN 1 SPNL>2¢C B 3.0 4.00 4.00 12.€0 #v# FALL  TERM 2006 CLS 4 DIV AS MAJOR 176618 INST 001489
CONTINUED ON TOP RIGHT CF THIS FACE CONTINUED ON NEXT PAGE {
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Act of 1974, as Amended, this document may not be released Kimberly A. Barber, University Registrar
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'Florida State University

Office of the Registrar A
282 Champions Way STUDENT NAME: -
PO Box 3062480 fi;};ﬁlsiwm”’
Tallahassce. Florida 32306-2480 DATE OF BIRTH: 05/29/8%
MAT DATE: FALL 2003
PERMANENT ACADEMIC RECORD RESIDENCY : 7
o . I BASIS OF ADMIT: B
Student is in gond standing und 15 eligible COLLEGE: AS
w return unless otherwise stated. DATE FRINTED: 09/24/2008

TYPE CREDIT: Semester

“ 4 ¢ &+ 4 8% vt & e s v s KL CREDIT HOURS ON THIS RECORD KERLECTED IN SEMESTER OGRS * # » ¢ ¢ # % & = & 2 & » = 2 & 7

K & A ® ox & m bk kA A B oW E k E b ke rwr et r OFFICIAL TRANSOCORTIPT ® ® + & & & & 2 & % « & % % & & & & & & &

Course Lav Att Ern GPA Qual Course iaw At grn GPA Qual
Title T Number Grd 8rd Hrs Hrs Hzs ¥Fnts Title CT MNumber 3rd Grd Hrs Hrs Hrs Pucs
COMPUTER ORG 1 CDA2100 B 3.00 .00 3.00 9.00
INTRO COMP SECURITY CIS54380 3- 3.09 31.00 3.00 8,25
00 DESIGN & ANALYSIS (ORI A 3.06 3,00 3.040 12.00 FUNDAMENTAL SPEECH SPC1026 B- 3.00 3.00 3.00 8.25
DATABASES COP$710 B 3.0 2,00 3.00 8.25 TERM TOTALS: 11.34 11.00 11.00 31.00
LEALR & PROB SULVING MSL3Z01 A- 3.0C 3.D0 3.30 11.25 TERM GPA: 2.313

TZRM TOTALS: 15.00 15.00 15.00 48.75 RECEIVED THR NEGREE

BACHRLOR OF SCIENC
AUGUST 09, 2008
PGM . COMPUTER SCYENCE

TERM GPA: 3.250

FLORIDA STATE UNIVERSITY
#4% SPRING TERM 2007 CLS 4 DIV AS MAJOR 116610 INST 001485

COMPUTER CRG II CDA2101 € 3.0 3.00 3.00 5.25 MAJOR: COMPUTER SOIENCE

DATA &TR ALG GEN FRO COP4<30 c 3.00 3.00 3.00 6£.99 PR

LEADERSHP & ETHICS MsL3202 B- 3.00 13.60 3.00 8.2% * TRANSFER HRS ATT = 000.0 TRANSFER HRS ERN = 000.0 =

INIXOD PROBABILITY ! STAa142 w * END OF ACADEMIC TRANSCRIPT * MAY KNOT ULk RELEASED *
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PROGRAMMING LANGUAGE COP4920 F 3.00 2.00
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OFFICERSHIP MSL4302 A 3.00 2.00 3.00°11.25
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The (ISC)? Board of Directors hereby awards

Joseph Snuffy

the credential of

Certified Information Systems Security Professional

having met all of the certification requirements, which include the professional experience prerequisite,
adoption of the (ISC)* Code of Ethics, and successful performance on the required competency
examination, subject to recertification every three years, this individual is entitled to all of the
rights and privileges associated with this designation, as defined in the (ISC)? Bylaws.

b F

Dr. Kevin Charest - Chairperson

U\fuk %w CISSP . June 30, 2020

C 17024

iekag

Certification Number

Expiration Date
Wim Remes - Secretary

(Ne)

Certified Since: 2017




'Illllllll
CIsCO.

Cisco Certifications

Joseph Snuffy '

has successfully completed the Gisco certification exam requirements and is recognized as a

Cisco Certified Network Associate Security

CISCO
CERTIFIED

CCNA

SECURITY

Date Certified  April 5, 2019
Valid Through  April 5, 2022
Cisco ID No. CSC012299834

Aol gA

Validate this certificate’s authenticity at Chuck Robbins
www cisco.com/gofverifycerificate Chief Executive Officer
Certificate Verification No. 435694 1886B0DRZH Cisco Systems, Inc.

; 7093614443
© 2019 Cisco andfor its affilates naig




UNITED STATES ARMY CYBER CENTER OF EXCELLENCE
UNITED STATES ARMY CYBER SCHOOL

CERTIFICATE OF TRAINING

THIS IS TO ;CERTIFY THAT

MA3J: Joseph D. Snuffy

HAS SUCCESS FUL LY -COMPLETED

CYBERSPACE OPERATIONS PLANNERS COURSE

(COPC)
76 ACADEMIC HOURS

25 OCTOBER 2019 - 7 NOVEMBER 2019

RGO9taW5hdGUgVGhIIERvbWFpbE

il g L
@imzm VoL <. &
Director of Training coL, cy

Commandant



G'T CS 6035; Introduction to Information Security

Project

All Things Cryptography

Summer, 2079

The goals of this project:

Students will advance their knowledge of cryptography and hashing by working through example
exercises and then trying to exploit some vulnerable systems.

Intro :
RSA is one of the most widely-used public key cryptosystems in the world. It's composed of three
algorithms: key generation (Gen), encryption (Enc), and decryption (Dec). In RSA, the public key is
a pair of integers (e, N), and the private key is an integer 4.
The key pair is generated by the following steps:
1  Choose two distinct big prime numbers with the same bit size, say p and g.
2.let N =p*xg,and oV) = (p—D*(g—1).
3. Pick up aninteger ¢, suchthat 1 < e < @) and ged(e, (N)) = 1.
4. Get the modular inverse of e: d=e —~1 mod o(N) (i.e., d* e=1 mod ¢(N)).

5. Return (N, e) as public key, and d as private key.

Enc - To encrypt integer m with public key (N, e), the cipher integer c=m “ mod N .
Dec - To decrypt cipher integer ¢ with private key d, the plain integer m = ¢ ¥ mod N .



GT CS 6035: Introduction to Information Security

Task 3 — Attack A Small Key Space (20 boints)

In the real world, a commonly-used RSA key size is 1024 bits, which makes it hard for attackers to
traverse the whole key space with limited resources. Now, you're given a unique RSA public key,
with a fairly small key size (64 bits).

Your goal is to get the private key. All public keys can be found in {3 adils[=faiel ia=te 21 3] 13

TODO: In the provided [dg¥sidel slaeli sl file, implement the function get_factors. » is the given
public key (64 bits), and your goal is to get its factors.

def get factors (self, n):

return p, @

TODO: In the provided [Sp S IaeRRIgY file, implement the function
get_private_key from_p_g_e to get the private key.

def get private key from p g e(self, p, g; e):

d =8
return d

Reflection

In your essay address the following questions:
- What steps did you follow to get the private key?

Task 4 — Where's Waldo (30 Points)

Read the paper "Mining Your Ps and Qs: Detection of Widespread Weak Keys in Network Devices”,
which can be found at: https://factorable.net/weakkeys12.extended.pdf.

You are given a unique RSA public key, but the RNG (random number generator) used in the key
generation is vulnerable. In addition, all of your classmates’ public keys were generated by the
same RNG on the same system. Your goal is to get your unique private key. All keys can be found

ilkeysdstudent task 4.jsonl

TODO: In the provided (@gVisydsiialglelftaly file, implement the function is_waldo. #1 is your own
key, n2 is one of your classmate’s key. Try to determine whether this classmate is Waldo.



T CS 6035: Introduction to Information Security

Important Notes :

You must change the student ID within the class constructorin (gYeiselsIalels fs}Y] {0 your own
student ID!! This has to be correct.

‘def _init_ (self):

self.student id

The crypto proj.py file has all of the modules that you will need imported for you. You-are NOT
" allowed to alter the import list. You will lose substantial points if you do so.

Your entire submission must run in 10 minutes or less.
You are also given two unit testing files (test_crypto_proj_1.py & test_crypto_proj_2.py)
to help you test your program. We encourage you to read up on Python unit tests, but in general,
the syntax should resemble either:

python -m unittest test_crypto_proj_1
or:

python test_crypto_proj_2.py

The provided files are written in Python 3 and will be tested on a Python 3 interpreter.

HINT (as a reward for reading this far):

The answers in the test_crypto_proj_1.py and test_crypto_proj_2.p unit test files are
CORRECT for the student IDs bdornier3 and ctaylor. However, keep in mind that passing the
unit tests does NOT guarantee that your code will pass the autograder!

The final deliverables:

Note that all students’ keys are different, so don’t copy and paste answers from your classmates.
In total, please submit the following files:

1. cr‘ypt‘o_pr‘oj .py
2. project_report.pdf :Anessay with all of your answers to the reflection questions.

When writing your report please preface each section with the associated task (i.e. Task 2, Task 3,
etc). There is no need to reproduce the prompts. There is no page count or word count for the
report, but in the past, highly successful reports have been between 2-5 pages. Please submit
the files separately, don't archive them! All submissions must have ALL files.



This project involved submission of proof of task completion via
a web portal. As such, the proof (screen shots and code) will be
include here with a narrative to describe the information being

presented.

Task #1 — Exploit a webserver running a version of BASH
vulnerable to the Shellshock exploit

acBook-Pro:project 1 mstanky$ curl -H “User-Agent: (O { :: }; echo; /bin/teskl mstanchi3" http://127.0.0.1:6262/cgi-bin/

aScdef2679393588ccdoade76e14cf 753404000

Michaels-MacBook-Proiproject_1 mstank

The command used sends a modified HTTP header that passes
a function to the environment (using the Shellshock
vulnerability) to output the flag.



Task #2 — Open a reverse shell on the same webserver.

Guest Machine -

For this portion of the project, | exploit the Shellshock
vulnerability by passing a malformed argument to the HTTP
header send by the curl command. The argument rerouted the
STDIN file descriptor to port 80, to which | was able to bind
from my host machine and gain privileged access.



September 10, 2017

RE: ACTRA Member Organizations participate in “Whole-of-Nation” cyber warfare exercise with Nation’s Top Security
personnel

Dear ACTRA Member Organizations:

| wanted to take this opportunity to share a recent event that highlights ACTRA's commitment to Cyber Security readiness and
the participation in the Cyber Security resilience community.

June 8-16 2017, members of the Arizona Cyber Threat Response Alliance (ACTRA), participated in a large scale cyber-defense
exercise called Cyber Guard 17 in Suffolk, VA. The exercise was co-led by the U.S. Cyber Command, U.S. Department of
Homeland Security and the Federal Bureau of Investigation. Participants included over 700 active-duty, National Guard, Reserve
Units, personnel from all five military services and representation from the private sector/industry. The purpose of the exercise
was to simulate and rehearse a whole-of-nation response to destructive cyber-attacks targeting critical U.S. infrastructure as well
as develop situational awareness among government and private sector partners.

Theater of Operations — An all-out attack on Arizona Financial Institutions!

ACTRA was paired with Arizona and West Virginia National Guard Units and given the scenario — Financial Institutions [including
FIS-Pronet protecting hundreds of banks] in Arizona are under cyber-attack by unknown adversaries. Exercises were run
utilizing the Red, Blue and White cell format under a simulated multi-state emergency assistance agreement.

Red cell was simulating the opposition force or adversary and staffed by some of the government’s best tactical cyber
experts.

White cell was controlling the experience to ensure exercise objectives were met. Members of ACTRA and West Virginia
National Guard made up the white cell.

Blue Cell was charged with defending and mitigating the risks associated with the simulated cyber-attack. The Blue cell
was made up of Wisconsin National Guard and Arizona service members and private/public sector ACTRA members
represented by personnel from the state government, Energy sector and the Financial Services sector acting as a unified
Blue Team.

The main exercise was a week in duration. To participate in the exercise, it required all participants to hold a minimum SECRET
level government clearance. The ACTRA “enclave” was only one of many enclaves where teams rehearsed various different
cyber-attack scenarios. However, ACTRA stood up the only blue team consisting of cross-sector/cross-industry blue team
participants defending the Arizona enclave sun up until sun down for 7 days against their red cell adversary. The interactions and
the relationships that we established with our government sector partners is vital to our overall preparedness and readiness of
potential cyber-attacks targeting the Financial Services sector in the future.
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Participants [Blue Team]:
Joseph Snuffy {Blue Team Lead)
James Baum

Dan Wilkins

Mike Graves

TJ Witucky

Ryan Murry

Participants [White Team]
Mike Lettman
Owen Zorge

In conclusion, ACTRA’s participation in the Cyber Guard 17 exercise provided valuable experiences and lessons that continue to
mature our capabilities in diverse participating member organizations.

Please see below link for further information regarding the Cyber Guard 17 exercise.

https://www.defense.gov/News/Article/Article/1238082/allies-partners-observe-cyber-guard-exercise/

https://www.defense.gov/News/Article/Article/1237898/teams-defend-against-simulated-attacks-in-cyber-guard-exercise/

Sincerely yours,

M .

Frank J. Grimmelmann
President & CEO
Intelligence Liaison Officer

Affiliated with Arizona Infragard
Member ACTIC Executive Board
Chair, National ISAO Standards Organization/ISAO Creation Workgro
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